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STAND Up for Suicide Prevention

According to the Centers for Disease Control and Prevention, construction occupations have the
highest rate of suicide and the highest number of suicides across all occupational groups.
Contractors, unions, and industry service providers must work together to create a zero-suicide
industry.

This can feel like a big undertaking, but here are several small yet impactful ways to support this
industry-wide effort.

1. GetInformed |

o Check out CFMA's Content Hub Resources

o Visit CIASP's Resource Center
2. Take the CIASP Pledge

o Your company can make a powerful statement by signing the pledge to assist in

making construction a zero-suicide industry.

3. Share Hotline Information

o National Suicide Prevention Lifeline: 1-800-273-TALK (8255)
Crisis Text Line: Text HELLO to 741741
4. Learn the Warning Signs
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Agenda

* Intro and Current Threat Landscape

Incident Response Timeline

Incident Management

Unigue Challenges

What Can You Do?

Resources
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Converge Cybersecurity Practice

Our industry-driven security solutions and services address your individual needs to provide solutions to
meet your business goals.

The Converge Cybersecurity practice leverages a holistic view of security to help define a strategic plan for
our customers.

Security Consulting

Identity + Data
Protection

Security Intelligence/
Analytics

Incident
Management

Security
Remediation

Security Controls
Workshops

InfoSec Assessments
Network Pen Testing
Web App Pen Testing

Social Engineering
Assessments
(Email/Phone/Physical)

Cloud Security
Assessments

Compliance
Assessments

Identity and Access
Management

Database Activity
Monitoring Consulting
Data Protection (Activity
Monitoring, Encryption &
File Integrity)

Data Protection
Managed Services
Identity and Access
Management Services

24x7 SOC

SIEM Assessment &
Health Checks

SIEM Deployment &
Optimization
SIEM Triage Services

Multi-cloud Security
Operations Controls

MDR

Managed DNS Security
Managed SIEM Services
24x7 SOC

SOAR
EDR

Incident Response
Program Development

Root Cause Analysis
Services

Table-top Exercises
Incident Handling Triage

Managed IDS/IPS
Services

Managed EDR Services
24x7 SOC

Remediation Planning

Remediation Strategy
Services

Tactical Security
Services

VCISO Services
Email Security

Managed Vulnerability
Scanning

Endpoint Management
Services

24x7 SOC
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In the News....

AZORult Malware Infects Victims via Fake ProtonVPN Installer

By Sergiu Gatlan February 18, 2020 10:55 AM 0
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A fake ProtonVPN website was used since November 2019 to deliver the AZORult information-stealing
malware to potential victims in the form of fake ProtonVPN installers as discovered by security
researchers at Kaspersky.

ProtonVPN is a security-focused open-source virtual private network (VPN) service provider developed
and operated by Proton Technologies AG, the Swiss company behind the end-to-end encrypted email
service ProtonMail.

Source: BleepingComputer.com



In the News....

Hackers have been targeting the World Health

Organization (WHO). That activity is consistent
with the work of an entity going by the name of
“Charming Kitten”

Dear Dr. 3 World Health
“%# Organization

| hope you are doing well.

Unfortunately, the prevalence of thi Sign In using your organizational account
ineffici of thy i f the

virus in Iran's h S.

Could you plea: s of the re

1 will sharer you the results of this research.

Best,

WHO Representat an

WO Home  Forgomen Passwerd My Sarve

Source: blog.google

y 3
\
)
B \
B \
B |
£
*
»
&
\ =\
\ 3
\

r”*/
i . s
/”
B
i
i B A



(o] Q New COVID-19 symptoms in Iran P x

() Gt Messages S wite Cohat R Address Book

Mrpawebmal-who-int 000webhostapp.com

WHO Reprosentative LR, kan <> ", Roply ~ Forward More v
New COVID-10 symptoms in an ANA20, T43 AM

Bewrbe & World Health A Q)
“%.# Organization K
| hope you are doing well. A

Unfortunately, the prevalence of the virus in Iran is increasing, and the lack of decentralization and
inefficiency of the Iranian government has exacerbated the outbreak. According to the behavior of the
virus in Iran's health centers, some of the symptoms of the virus are different from other countries.
Could you please check the results of the research and tell me your opinion?

I will sharer you the results of this research.

Sion In using your organizational account / | \ \

Best,

WHO Representative LR, Inan

WO Mome  Forgomen Passwond My Service \
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Contact message from Charming Kitten Packrat phishing page | ‘

Source: blog.google )
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By the Numbers

Rural Counties are Vulnerable
in Shift to Telework During
COVID-19 Crisis

« 2/3 of high vulnerability
counties are in rural areas
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Remote Working Security Considerations

Increased percentage of workforce suddenly mobile and no longer
protected at the perimeter

8 1% of breaches involve compromised credentials

52% of respondents stated mobile devices are challenging to defend

27% of organizations are currently using multi-factor authentication (MFA)

86% of organizations will suffer a cyberattack in the next 12 months




@ Assets are being purposely left unsecured
covip-19 || LS St

Equ nded f=1:. Rapid addition of new hardware leaves little
Th reqt “="  time for security
Surface N

W¢ Unprepared users are making mistakes
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Today’s Unique Challenges



Today’s Unique Ms
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Unique Challenge: Out of Band Communication

)>CONVERGE

Proprietary Copyright ©



Unique Challenge: Building
a Car... And Driving It

 DR/IR

* Network Segmentation
* |dentity Hygiene
* Privileged Access ‘ ‘

,>CONVERGE



Unique Challenge: Legal / Compliance

« Attorney Client Privilege
* Disclosure Responsibilities
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What Can Your Organization Do?



Respond > Prevent

* How longis it taking your organization
to resolve an actual security event?

* |Isthis acceptable?

* Are there process or technology
improvements that can be made to
reduce this time? If so, what are they?

 Are additional staff or training
required?

* How many staff or what additional
training is required?




You Can Only Fight the Way You Practice
MIYAMOTO MUSASHI



Questions and Thank Youl!

Shara Christensen, Sr. Account Executive

408.310.0843

Victoria Pena, Cybersecurity Sales Lead

630.453.8201

https://convergeTP.com
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