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Agenda

• Intro and Current Threat Landscape

• Incident Response Timeline

• Incident Management

• Unique Challenges

• What Can You Do? 

• Resources
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Converge Cybersecurity Practice

• Security Controls 
Workshops

• InfoSec Assessments
• Network Pen Testing
• Web App Pen Testing
• Social Engineering 

Assessments 
(Email/Phone/Physical)

• Cloud Security 
Assessments

• Compliance 
Assessments

• Identity and Access 
Management

• Database Activity 
Monitoring Consulting

• Data Protection (Activity 
Monitoring, Encryption & 
File Integrity)

• Data Protection 
Managed Services

• Identity and Access 
Management Services

• 24x7 SOC

• SIEM Assessment & 
Health Checks

• SIEM Deployment & 
Optimization

• SIEM Triage Services
• Multi-cloud Security 

Operations Controls 
• MDR
• Managed DNS Security
• Managed SIEM Services
• 24x7 SOC

• SOAR
• EDR
• Incident Response 

Program Development
• Root Cause Analysis 

Services
• Table-top Exercises
• Incident Handling Triage
• Managed IDS/IPS 

Services
• Managed EDR Services
• 24x7 SOC

• Remediation Planning
• Remediation Strategy 

Services
• Tactical Security 

Services
• VCISO Services
• Email Security 
• Managed Vulnerability 

Scanning
• Endpoint Management 

Services 
• 24x7 SOC

Our industry-driven security solutions and services address your individual needs to provide solutions to 
meet your business goals.

The Converge Cybersecurity practice leverages a holistic view of security to help define a strategic plan for 
our customers. 

Incident
Management 

Security 
Remediation

Security Intelligence/ 
Analytics

Identity + Data 
Protection

Security Consulting
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In the News....

Source: BleepingComputer.com



In the News....

Source: blog.google

Hackers have been targeting the World Health 
Organization (WHO). That activity is consistent 
with the work of an entity going by the name of 
“Charming Kitten”



Left: Contact message from Charming Kitten. Right: Packrat phishing page

In the News....

Source: blog.google

Contact message from Charming Kitten Packrat phishing page
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By the Numbers

Rural Counties are Vulnerable 
in Shift to Telework During 
COVID-19 Crisis

• 2/3 of high vulnerability 
counties are in rural areas



Remote Working Security Considerations

Increased percentage of workforce suddenly mobile and no longer 
protected at the perimeter

81% of breaches involve compromised credentials

52% of respondents stated mobile devices are challenging to defend

27% of organizations are currently using multi-factor authentication (MFA)

Remote Working Security Considerations

86% of organizations will suffer a cyberattack in the next 12 months



COVID-19 
Expanded 
Threat 
Surface

Assets are being purposely left unsecured

Rapid addition of new hardware leaves little 
time for security

Assets on home networks are fundamentally 
less secure

Unprepared users are making mistakes
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Unique Challenge: Out of Band Communication
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Unique Challenge: Building 
a Car... And Driving It

• DR / IR
• Network Segmentation
• Identity Hygiene 
• Privileged Access 
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• Attorney Client Privilege
• Disclosure Responsibilities

Unique Challenge: Legal / Compliance
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What Can Your Organization Do?



• How long is it taking your organization 
to resolve an actual security event? 

• Is this acceptable? 
• Are there process or technology 

improvements that can be made to 
reduce this time? If so, what are they? 

• Are additional staff or training 
required? 

• How many staff or what additional 
training is required?

Respond > Prevent
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You Can Only Fight the Way You Practice
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Miyamoto Musashi



Questions and Thank You!

Shara Christensen, Sr. Account Executive
shara.christensen@convergetp.com
408.310.0843

Victoria Pena, Cybersecurity Sales Lead
victoria.pena@convergetp.com
630.453.8201

https://convergeTP.com
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